Cyber security Bill of Rights

As an insurance consumer, you generally have theright to:

1

10.

Know what type of personaly identifiable information is being collected and how long that personally identifiable information is

kept by an insurer, insurance producer, or other state-regulated entity.

Expect that an insurer, insurance producer, or other state-regulated entity that holds your personaly identifiable information in

connection with an insurance transaction or service is adequately protecting the personaly identifiable information from disclosure

to unauthorized persons.

Receive notice from an insurer, insurance producer, or other state-regulated entity if your personally identifiable information was,

or is reasonably believed to have been, acquired by an unauthorized person and could result in identity theft or fraud to you.

Receive notice from an insurer, insurance producer, or other state-regulated entity in the event of a data breach that provides:

e Noticein written form by first-class mail, or aternatively, by e-mail if you have agreed to receive such notices el ectronically;

< Thenotification without unreasonable delay and in no case later than 60 days following the discovery of abreach. This notice
within 60 days may be delayed in the event that the release of the breach information obstructs a criminal investigation or
jeopardizes national security;

e A description of the types of information that were involved in the breach, and the steps you can take to protect yourself from
potential harm;

e Contact information for the three nationwide consumer reporting agencies,

e Contact information for the regulated entity that suffered the breach.
Receive notification, from health insurers regarding a data breach of protected health information that is held by a health plan,

under federal HIPAA laws.

Receive notice from an insurer, insurance producer, or other state-regulated entity without unreasonable delay, and in no case later
than 60 days, information on any relevant payment card/bank account number breach, if the breach involves a breach of the
payment card/bank account numbers. This notice within 60 days may be delayed in the event that the release of the breach
information obstructs a criminal investigation or jeopardizes national security.

Receive notice from an insurer, insurance producer, or other state-regulated entity in the event of a data breach of their security
system, maintained by athird-party service provider that has been contracted to maintain, store, or process personally identifiable
information in electronic or paper form.
Receive a general description of the actions taken by the insurer, insurance producer, or other state-regulated entity to restore the
security and confidentiality of the personally identifiable information involved in adata breach.
Receive a minimum of two years of identity theft protection from the insurer, insurance producer, or other state-regulated entity in
the event of a data breach.
Receive a summary of the rights of victims of identity theft prepared under the Fair Credit Reporting Act,
http://www.consumer.ftc.gov/sites/default/files/articles/pdf/pdf-0111-fair-credit-reporting-act.pdf, in the event of a data breach
that involves personally identifiable information. Y our rights under the Fair Credit Reporting Act include;
e Theright to ask the three nationwide consumer reporting agencies to place “fraud aerts’ in your file to let potential
creditors and others know that you may be avictim of identity theft.
o Aninitial “fraud alert” remainsin your file for at least 90 days;
0 Anextended “fraud aert” remainsin your file for seven years,
e Theright to obtain free copies of your credit report;
0 An initial “fraud adert” entitles you to a copy of al information in your file for each of the three nationwide consumer
reporting agencies: Equifax; Experian; and TransUnion;
0 An extended “fraud aert” entitles you to two free copies of the information in your files for each of the three nationwide
consumer reporting agencies: Equifax; Experian; and TransUnion;
e Theright to have fraudulent information removed (or “blocked”) from your credit report;
e Theright to dispute fraudulent or inaccurate information on your credit report;
e Theright to obtain information from debt collectors regarding collections for fraudulent accounts and to stop the debt collector
from contacting you;
e Theright to obtain copies of the documents relating to fraudulent transactions made or accounts opened using your personal
information;
0 Youwill haveto ask for these documents in writing
0 You may be asked for proof of your identity
Note: you will need to create an identity theft report to take advantage of some of these rights. This can be done online
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a the Federal Trade Commission’s (FTC) website: www.ftc.gov/complaint or by calling the FTC at: 1-877-438-4338 or
1-866-653-4261 (TTY)
11. Request all three nationwide consumer reporting agencies to place a“ security freeze” on your credit report
(http://www.consumer.ftc.gov/articles/0497-credit-freeze-fags). A “security freeze” will limit the consumer reporting agency
from releasing your credit report or any information from your credit report without your authorization.
12. Receive aninsurer, insurance producer, or other regulated entity’ s privacy policy regarding the data they collect on you. The
regulated entity should provide a clear and conspicuous notice to you that accurately reflects its privacy policies and practices on
an annual basis.

Note: Y our specific data rights are based on and subject to state and federal law. For more details regarding protections in your state,
contact your state insurance department. The contact information can be found on the NAIC' s web page,
http://www.naic.org/state web_map.htm.

Standard Definitions

Data Breach: The unlawful and unauthorized acquisition of personal, financial and health information that compromises the
security, confidentiality, or integrity of the personally identifiable information.

Consumer Reporting Agency: a business who regularly engages, in whole or in part, in the practice of assembling or preparing
consumer reports for a monetary fee; obtains information primarily from sources other than insurance institutions; and furnishes
consumer reports to other persons or businesses.

Insurance: A written contract issued by an entity (insurer) agreeing to accept a risk transfer from an individual, family, or
business for afee (premium).

“Insurance Producer” means an individual or business entity required to be licensed to sell, solicit
or negotiate insurance.

Insurance Transaction: any transaction that involves the sale, solicitation or negotiation of insurance or any activity by an
insurer, insurance producer or other state-regulated entity to determine ligibility for insurance, determine the price for insurance,
issue the insurance contract or certificate, or settlement of claims for benefits provided by an insurance contract.

Personally Identifiable Information is any information about a consumer maintained by an insurer, insurance producer, or
other state-regulated entity, including any information that can be used to distinguish or trace a consumer’s identity, such as
name, socia security number, date and place of birth, mother's maiden name, or biometric records; and any other information that
islinked or linkable to a consumer such as medical, educational, financial, employment, and protected health information.
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Helpful Links:

http://www.businessi dtheft.org/Resources/Personal CreditProtection/ExtendedFraudAl erts/tabid/111/Default.aspx
https://www.privacyrights.org/

https.//www.identitytheft.gov/info-lost-or-stolen.html

http://www.usa.gov/directory/stateconsumer/index.shtml

https://www.identitytheft.gov/know-your-rights.htmi
http://www.consumer.ftc.gov/media/video-0023-what-identity-theft
https://bulkorder.ftc.gov/system/files/publications/pdf-0009-taking-charge.pdf

http://www.naic.org/state web_map.htm
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